CLYDE WALLEY
HOUSING
ASSOCIATION

Privacy Notice
(How we use your personal information)

This notice explains what information we collect, when we collect it and how we use it. During
the course of our activities, we will process personal data (which may be held on paper,
electronically, or otherwise) about you and we recognise the need to treat it in an appropriate
and lawful manner. The purpose of this notice is to make you aware of how we will handle
your information.

1.

Who are we?

Clyde Valley Housing Association Limited (“CVHA”) are a Scottish Charity (Scottish
Charity Number SC037244), a Registered Social Landlord and having their registered
office at 50 Scott Street, Motherwell, ML1 1PN. We own or manage around 5,000 homes
and support over 8,000 customers across Lanarkshire and East Dunbartonshire.

The personal data that CVHA holds about individuals is processed by different companies
within its group. The company that processes the data of an individual depends on the
relationship that individual has with CVHA. The personal data of CVHA’s tenants and
employees is processed by Clyde Valley Housing Association Limited. The personal data
of factored owners, private owners, and mid-market and market rent property tenants is
processed by Clyde Valley Property Services Limited through its three subsidiaries:

1. Clyde Valley Lets Limited (for mid-market and market rent property tenants and
owners).

2. Clyde Valley Factoring (for factored owners); and

3. Innov8 Housing Solutions Limited (for mid-market property owners).

The data controller for the purposes of any personal data that you provide to CVHA will
be the company that is processing that data, as detailed above. All of the above CVHA
group companies are registered as data controllers with the Information Commissioner’s
Office.

We take the issue of information security and data protection very seriously. We are
committed to ensuring that any processing of your personal data by us is in accordance
with Data Protection Law. “Data Protection Law” includes the Data Protection Act 2018,
the UK General Data Protection Regulation and all other relevant data protection laws.

Our Data Protection Officer is our Senior Governance and Compliance Officer, Lisa
Hughes. Any questions relating to this notice and our privacy practices should be sent to
Lisa Hughes at lisa.hughes@cvha.org.uk.

How we collect information from you and what information we collect

We collect information about you:
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when you apply for housing with us, become a tenant, request services/ repairs, enter
into a factoring agreement with us, or where you provide us with your personal details.
when you apply to become a member.

when you are a member of our customer panel or take part in its activities.

from your use of our online services, whether to report any tenancy / factor related
issues, make a complaint or otherwise; and

from your arrangements to make payment to us (such as bank details, payment card
numbers, employment details, benefit entittement and any other income and
expenditure related information).

We collect the following information about you:

Name.

Address and former address.

Telephone number.

E-mail address.

Date of birth

National Insurance Number.

Personal characteristics such as gender, ethnic group, disabilities.
Next of kin.

Marital status.

Power of attorney/guardian and their contact details.
Communication and language preferences.

Care and support needs, including GP/health records.
Vulnerabilities.

Nationality.

Financial information including bank account details.
Tenancy reference number.

Tenancy management information.

Arrears and payment arrangements.

Relationship with Board members and employees.
Information required to assess applications.

Benefit entitlements.

Employment details.

Access to digital services.

In addition to collecting information from you we also receive the following information
from third parties:

Benefits information, including awards of Housing Benefit / Universal Credit.
Information from the NHS or Social Work.

Information from the Department for Work and Pensions.

Payments made by you to us.

Utilities providers.

Compilaints or other communications regarding behaviour or other alleged breaches
of the terms of your contract with us, including information obtained from Police
Scotland.

Reports as to the conduct or condition of your tenancy, including references from
previous tenancies, and complaints of anti-social behaviour.



Why we need this information about you and how it will be used
We need your information and will use your information:

e to undertake and perform our obligations and duties to you in accordance with the
terms of our contract with you.

e to enable us to supply you with the services and information which you have
requested.

e to enable us to respond to your repair request, housing application and complaints
made.

e to provide you with access to advice, information and support to maximise your
income, reduce rent arrears and help you to manage and sustain your tenancy.

e toanalyse the information, we collect so that we can administer, support and improve
and develop our business and the services we offer.

e to contact you in order to send you details of any changes to our supplies which may
affect you.

e for all other purposes consistent with the proper performance of our operations and
business; and

e to contact you for your views on our products and services.

Processing your information

We will:

e ensure that the legal basis for processing your personal data is identified in advance
and that all processing complies with the law.

o not do anything with your data that you would not expect given your relationship with
us.

e ensure that appropriate privacy policies are in place advising staff and others how
and why their data is being processed.

e only collect and process the personal data that we need for purposes we have
identified above.

e ensure that as far as possible the personal data we hold is accurate,.

o only hold onto your personal data for as long as it is needed after which time we will
securely erase or delete the personal data. Our Data Protection Policy sets out the
period of time for which we will retain your personal data; and

o ensure that appropriate security measures are in place to ensure that personal data
can only be accessed by those who need to access it and that it is held and
transferred securely.

We will ensure that all staff who handle personal data on our behalf are aware of their
responsibilities under our Data Protection Policy and other relevant data protection and
information security policies. We will also ensure that our staff are adequately trained and
supervised in the performance of their responsibilities.

Sharing of Your Information

The information you provide to us will be treated by us as confidential and will be
processed only by our employees within the UK. We may disclose your information to
other third parties who act for us for the purposes set out in this notice or for purposes
approved by you, including the following:

e if we enter into a joint venture with or merged with another business entity, your
information may be disclosed to our new business partners or owners.



o if we instruct repair or maintenance works, major works, electrical and/or gas safety
testing your information may be disclosed to any contractor involved in such repairs
or works.

o if we are investigating a complaint, information may be disclosed to Police Scotland,
Local Authority departments, the Scottish Fire & Rescue Service and others involved
in a complaint, whether they are investigating the complaint or otherwise.

o if we are updating tenancy details, your information may be disclosed to third parties
(such as utility companies and local authorities).

e if we are investigating payments made or otherwise, your information may be
disclosed to payment processors, local authorities and the Department of Work and
Pensions.

o if we raise court action against you for rent arrears or anti-social behaviour, we will
share your information with our solicitors, and the in-court advice service at the Court.

e if we are conducting a survey of our products and/or services, your information may
be disclosed to third parties assisting in the compilation and analysis of the survey
results this information will be collected anonymously.

¢ when you make a payment through our third-party payment provider, your information
will be shared with it.

o if we are providing support with your income and benefit entittement, we may share
your information with the relevant organisations and agencies (such as the Citizens
Advice Bureau, Money Matters, and other debt and advice agencies) with your
consent.

o We wil share vyour information at vyour request through power of
attorney/guardianship or a signed written agreement.

o We will share your information where required with our regulators, including the
Scottish Housing Regulator.

o if we are providing support or referring you for support to manage your tenancy, we
may share your information with the relevant third parties (such as Local Authority
Social Work Departments, alcohol and drug support agencies and your GP) with your
consent

o the Scottish Ministers (in respect of shared equity properties).

Your information will also be shared with third parties with whom the Association has a
contractual arrangement for services provision, such as payment processing or letter
distribution. The Association will ensure that there is an agreement in place between the
Association and the third party which provides adequate safeguards for your information.

We may also share personal information with our professional and legal advisors for the
purposes of taking advice, as well as our auditors where required.

Unless required to do so by law, otherwise share, sell or distribute any of the information
you provide to us without your consent.

Your information will only be stored within the UK.
Security

When you give us information, we take steps to make sure that your personal information
is kept secure and safe.

Your rights

There are a number of rights that you can exercise in relation to your personal data held
by us. We have processes in place to ensure that we can facilitate any request made by



you to exercise your rights. All staff have received training and are aware of your rights.
Staff can identify such a request and know who to send it to. The relevant rights that you
may exercise are listed below.

All requests to exercise any of the below rights will be considered without undue delay
and within one month of receipt as far as possible.

Subject access: the right to request information about how personal data is being
processed, including whether personal data is being processed, and the right to be
allowed access to that data and to be provided with a copy of that data. This includes the
right to obtain the following information:

e to be informed of the personal data we hold on you;
you have a right to request access to the personal information that we hold about you
by making a "subject access request";

e if you believe that any of your personal information is inaccurate or incomplete, you
have a right to request that we correct or complete your personal information;

o object to the processing of your personal information for specific purposes;
you have a right to request that we restrict the processing of your personal information
for specific purposes;

e ask us for the personal information that we hold about you to reuse it for your own
purpose; and

e if you wish us to delete your personal information, you may request that we do so

If you would like to exercise any of your rights as set out above, please contact us at
cvha@cvha.org.uk.

Why we need your personal information — special categories of personal data and
criminal offence data

Certain personal information we collect is treated as special categories of personal data

to which

additional protections apply under data protection law. Where we process special

categories of personal data or criminal offence data, we will do so under the following

conditions:

o for reasons of substantial public interest, including to exercise a function conferred on
us by an enactment or rule of law, to prevent or detect unlawful acts, to protect the
public against dishonesty, to provide support for individuals with a particularly
disability or medical condition and respond to requests from elected representatives;

¢ in relation to information relating to criminal offences or convictions, to protect
individuals’ vital interests and for the purposes of legal claims.

We use your personal information relating to your age, marital status, gender, sexuality,
ethnicity, religion, disability for equality monitoring purposes and to make reasonable
adjustments as required by the Equality Act 2010.

We will process such personal information to identify and keep under review the existence
or absence of equality of opportunity or treatment between groups of people within the
same categories to promote or maintain equality within the Association.

How long we will keep your information

We review our data retention periods regularly and will only hold your personal data for
as long as is necessary for the relevant activity, or as required by law (we may be legally
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10.

11.

required to hold some types of information), or as set out in any relevant contract we have
with you.

We will generally keep your information for the duration of your tenancy or factored owner
contract with us. However, we may have to retain certain amounts of data for longer than
this. The specific retention periods for which your information will be kept by us are set
out in our Data Protection Policy. Once your personal data is no longer required by us it
will be securely destroyed.

The Information Commissioner’s Office

You also have the right to complain to the Information Commissioner’s Office in relation
to our use of your information. The Information Commissioner’s Office can be contacted
at:

https://ico.org.uk/make-a-complaint/.

6th floor

Quartermile One

15 Lauriston Place

Edinburgh

EH3 9EP.

Telephone Number: 0303 123 1115
Email: Scotland@ico.org.uk

Help us keep your information up to date

The accuracy of your information is important to us. Please help us keep our records
updated by informing us of any changes to your email address and other contact details.
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